Instalacja i konfiguracja potaczenia VPN dla

Cisco AnyConnect oraz Client Cisco VPN

Posiadajgc wygenerowany certyfikat VPN (.pfx) mozemy przejs¢ do wykonania instalacji oraz
konfiguracji oprogramowania umozliwiajgcego potgczenie VPN do SI CEPIK 2.0

Instalacja i konfiguracja - Cisco AnyConnect:

Instalacja:

1. Pobieramy oprogramowanie AnyConnect ze strony:
http://sd.coi.gov.pl/Instalatory/VPN/anyconnect-win-3.1.14018.zip
(uzytkownik cepik, hasto cepik) lub ze strony producenta aplikacji.

2. Rozpakowujemy i uruchamiamy plik anyconnect-win-3.1.14018-pre-deploy-k9.msi z prawami
administratora.

ﬁ Cisco AnyConnect Secure Mobility Client Setup RS
==
4 %’ Welcome to Cisco
") % AnyConnect Secure
= Mobility Client Setup
(R Wizard
8 The Setup Wizard will install Cisco AnyConnect Secure
- e Mobility Client on your computer, Click Mext to
N B continue or Cancel to exit the Setup Wizard.
v iw
w-"_
ihd
//
P /
7? - B A
< Back MNext = ] l Cancel
ﬁ Cisco AnyConnect Secure Mobility Client Setup &J
End-User License Agreement 5
'y

FPlease read the following license agreement carefully

Supplemental End User License Agreement for Cisco Systems *
AnyConnect Secure Mobility and other related Client
Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA") contains
additional terms and conditions for the Software Product licensed

under the End User License Agreement ("EULA") between You =

(@) I accept the terms in the License Agreement
) I do not accept the terms in the License Agreement

Advanced Installer

< Back “ MNext = l l Cancel
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r ™
4 Cisco AnyConnect Secure Mobility Client Setup [

Ready to Install ,‘
The Setup Wizard is ready to begin the Typical installation &

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Click "Cancel” to exit the wizard.

Advanced Installer

< Back ][ Install ] [ Cancel
s - ™
4 Cisco AnyCannect Secure Mobility Client Setup (o]
Installing Cisco AnyConnect Secure Mobility Client / 5
-
£

Please wait while the Setup Wizard installs Cisco AnyConnect Secure Mobility
Client. This may take several minutes.

| Status: ]

Advanced Installer

< Back MNext =

r B
14 Cisco AnyConnect Secure Mobility Client Setup [

Completing the Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

Click the Finish button to exit the Setup Wizard.

< Back Cancel

Po zakonczonej instalacji nie ma potrzeby wykonania restartu komputera.
Sa jednak wyjatki i w niektérych przypadkach bedzie konieczny restart systemu operacyjnego.
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4. Nastepnie pobieramy plik z profilem ze strony
http://sd.coi.gov.pl/Instalatory/VPN/Profile vpnprod cepik.zip
(uzytkownik cepik, hasto cepik)

5. Porozpakowaniu pliku zip kopiujemy plik vpnprod_cepik_profile.xml i kopiujemy plik do
lokalizacji:
C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Profile

Konfiguracja potaczenia VPN

1. Po uruchomieniu aplikacji wybieramy ikone ustawienia

-
9 Cisco AnyConnect Secure Mability Client | L=

VPN
Ready to connect.

wpnprod. cepik.gov.pl

2. Nastepnie przechodzimy na zaktadke Preferences i odznaczamy opcje:
Block connections to untrusted servers i zamykamy okno.

. . .
03 o arycomes secur iy G === I

tfiathes AnyConneetﬁﬁ'S'ecure ,.Mnty Client

cisco

[] start VPN when AnyConnect is started
Minimize AnyConnect on VPN connect
[] Allow local (LAN) access when using VPN (if configured)

Block connections to untrusted servers
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3. Nastepnie zaznaczamy opcje Connect. Gdy pojawi sie informacja Security Warning, wybieramy
przycisk Connect Anyway

Uwaga:
Jesli w tym oknie nie ma wpisanego adresu to prosze uzupetni¢ wpisujac:
vpnprod.cepik.gov.pl

7 4
@ Cisco AnyConnect Secure Maobility Client [ =] ) |

— e

Contacting vpnprod. cepik.gov.pl.

vpnprod. cepik.gov.pl Connect

Cisco AnyConnect Secure Mobility Client l 2|

A Security Warning: Untrusted VPN Server
Certificate!

AnyConnect cannot verify the VPN server: 185.41.93.4

Certificate does not match the server name.
Certificate is from an untrusted source.

Connecting to this server may resultin & severe security compromise!
Security Risks Explained

Most users do not connect to untrusted VPN servers unless the reason
for the error condition is known,

Connect Anyway ][ Cancel Connection

Przy wykonanym poprawnym potfaczeniu pojawia sie informacja (jak na oknie ponizej)

Cisco AnyConnect

CEPIK 2.0 -

[ aAcept | [ Discomnect |

i potwierdzamy przyciskiem Accept.
Potaczenie VPN zostato zestawione.

Connected to vpnprod.cepik.gov.pl.

vpnprod.cepik.gov.pl
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Instalacja i konfiguracja — Client Cisco VPN:

Instalacja - Windows XP, Vista, 7, 8, 8.1

1.

Pobieramy oprogramowanie Client Cisco VPN ze strony:

http://sd.coi.gov.pl/Instalatory/VPN/vpnclient 5.0.07 winx32.zip - dla systemu Windows 32 Bit

http://sd.coi.gov.pl/Instalatory/VPN/vpnclient 5.0.07 winx64.zip - dla systemu Windows 64 Bit

lub strony producenta aplikacji.

Rozpakowujemy i uruchamiamy plik vpnclient-win-msi-5.0.07.0410-k9.exe (32 Bit) lub

vpnclient_setup.msi (64 Bit) z prawami administratora. Nastepnie zaznaczamy opcje instalacji

w jezyku Angielskim i zaznaczamy przycisk OK i Next

F hl
Cisco Systems VPN Client 5.007.0410 |3

Thiz installation can be displayed in multiple
languages. Pleaze zelect the language to display from
the list below.

French [Canadian)
Japanese

()8 I Cancel

S

-
ﬁ Cisco Systems VPN Client 5.0.07.0410 Setup |-

Welcome to the Cisco Systems
VPN Client 5.0.07.0410
Installation Wizard

It iz strongly recommended that you exit all Windows programs

before unning this setup program

Click Cancel to quit the setup program, then close any programs
you have running. Click Mext to continue the installation

WARMNING: This program iz protected by copgright law and
international treaties.

Unauthorized reproduction or distribution of this program, or ang
poition of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.
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http://sd.coi.gov.pl/Instalatory/VPN/vpnclient_5.0.07_winx32.zip
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— -
4 Cisco Systems VPN Client 5.0.07.0410 Setup = |
_e—

License Agreement a
“You rust agree with the license agreement belaw to proceed. b &l

Client Software License Agreement of Cisco Systems

THE SOFTWARE TO WHICH YOU ARE REQUESTING ACCESS IS THE
PROPERTY OF CISCO SYSTEMS. THE USE OF THIS SOFTWARE IS
GOVERNED BY THE TERMS AND CONDITIONS OF THE GREEMENT SET
FORTH BELOW. BY CLICKING "YES" ON THI5 SCREEN, YOU INDICATE
THAT YOU AGREE TO BE BOUND BY THE TERMS AND

CONDITIONS OF THAT AGREEMENT. THEREFORE, PLEASE READ THE
TERMS AND CONDITIONS CAREFULLY BEFORE CLICKING ON "YES". IF
YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THE
AGREEMENT, CLICK "NO" ON THIS SCREEN, IN WHICH CASE YOU WILL

BE DENIED ACCESS TO THE SOFTWARE. -

@) | accept the license agreement
(0| do not accept the license agreement

Ressat ] [ <Back || MNewt> | [ Cancel
— —_— 5
‘E! Cisco Systems VPN Client 5.0.07.0410 Setup [ = éj
Destination Folder a
Select a folder where the application will be installed. b 4
w -

The Wise Installation Wizard will install the files for Cisco Systems WPN Client
5.0.07.0410ir the following folder.

Toinstall into a different folder, click the Browse button, and select anather folder.

*Y'ou can choose nat to install Cisco Systems WP Client 5.0.07.0410 by clicking Cancel
to exit the Wise Installation Wizard

Diestination Folder

C:\Program Files\Cisco Systems\WPHN Clients

¢ Back | Mext > I Cancel

Ready to Install the Application

- — N
4 Cisco Systems VPN Client 5.0.07.0410 Setup = |
Click MNext ta begin installstion. ‘

a N

Click the Back button to reenter the installation information or click Cancel to exit
the wizard

< Back H Mest » J [ Cancel
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7
ﬁ Cisco Systems VPN Client 5.0.07.0410 Setup =

Updating System o
The features you selected are curmently being installed =

Copying new files..

File: dneinabj.dl
Directory: C:AProgram Files\Common FileshDeterministic Metworks\DMNEY
Size: 106765

Time remaining: 38 seconds

Cancel

Podczas instalacji aplikacji moze nastgpi¢ chwilowe roztgczenie z siecig internet.

r —————
ﬁ Cisco Systems VPN Client 5.0.07.0410 Setup

Updating System
The features you selected are curmently being installed.

Instaling Metwark Components. This may take several minutes.

‘Working [95]

Time remaining: 2 minutes

Cancel

ﬂ Cisco Systems VPN Client 5.0.07.0410 Setup

Updating System

The features you selected are cunently being installed

Inztalling Cisco Systems Yirtual Adapter...

Time remaining: 2 minutes

Cancel
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Po zakonczonej instalacji wybieramy opcje Finish

.
4 Cisco Systems VPN Client 5.0.07.0410 Setup =l

Cisco Systems VPN Client
5.0.07.0410 has been
successfully installed.

Click the Finish button to exit this installation.

< Back ‘ Cancel

L 4

o v Y
ﬁ Installer Informaticn Id_J

Yol must restart your gystem for the configuration changes made
to Cigoo Systems WYPM Client 5.0.07.0410 to take effect. Click
=" “esgtoregtart now or Mo if you plan to restart manually later.

Po wykonanej instalacji prosimy o wykonanie restartu komputera.

Dla systemu operacyjnego Windows 64 Bit wymagana jest reczna zmiana wpisu w rejestrze
systemu (regedit) lub uruchomienie pliku fix VPN.reg dostepnego na stronie pod adresem

http://sd.coi.gov.pl/Instalatory/VPN/fix%20VPN.zip

A. Reczna korekta wpisu:

Uruchamiamy Start>Uruchom/Wyszukaj programy i pliki >Regedit>

Sciezka:

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\CVirtA

Display Name:
Poprawna Wartos¢ to:
Cisco Systems VPN Adapter

Cisco Systems VPN Adapter for 64-bit Windows

Edytowanie ciagu u

Nazwa wartosci:

DisplayMame

Dane wartosci:

[ ok ][ Aoy

— dla systemu Windows 32 Bit
— dla systemu Windows 64 Bit
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http://sd.coi.gov.pl/Instalatory/VPN/fix%20VPN.zip

'

Edytowanie ciggu

Nazwa wartosci:

DigplayMName

Dane wartosci:

zco Systems VPN Adapter for 64-bit Windows

[ ok [ Ak

.

B. Automatyczna korekta wpisu:

Pobranie pliku fix VPN.zip, rozpakowanie a nastepnie uruchomienie pliku fix VPN.reg

i zatwierdzenie zmiany wpisu

Instalacja - Windows 10

1. Przed uruchomieniem instalatora Clienta Cisco VPN nalezy pobra¢ dodatek do systemu Windows

10 umozliwiajgcy zainstalowanie i uruchomienie aplikacji.

Plik dodatku pobieramy ze strony:

http://sd.coi.gov.pl/Instalatory/VPN/dneupdate.msi - dla systemu Windows 32 Bit

http://sd.coi.gov.pl/Instalatory/VPN/dneupdate64.msi - dla systemu Windows 64 Bit

-

14! DNE Update Setup

(=] ]

Please read the DNE Update License Agreement

Driver End-User License Terms

The driver contained in this download may only
be used to update existing versions of
Deterministic Network Extender (DNE) installed
on your system. Your download and/or use of
this driver constitutes your acceptance of these
license terms. Testing of this driver was
targeted only at the affected functionality, and
regression and stress testing were minimal.
Therefore, this driver might cause undesirable
and unknown side effects. Introduce this driver
to a test environment for evaluation before -

[ ] »

clm!x' [¥]1 accept the terms in the License Agreement
Back Install ] [ Cancel ]

L ’
¥ 5
44 DNE Update Setup = e e

o .
Installing DNE Update crrn'x‘
s
Flease wait while the Setup Wizard installs DNE Update.
Status:

lub strony producenta Citrix. Po pobraniu instalujemy dodatek z prawami administratora
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http://sd.coi.gov.pl/Instalatory/VPN/dneupdate.msi
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2.

1] DNE Update Setup = i

Installing DNE Update ci'l'lllx‘

Please wait while the Setup Wizard installs DNE Update.

Status: Installing Network Components. This may take several minutes.

Back Next Cancel

Podczas instalacji aplikacji moze nastgpi¢ chwilowe roztgczenie z siecig internet.

45 DNE Update Setup = S

Completed the DNE Update Setup Wizard

Click the Finish button to exit the Setup Wizard.

.
CITRIX
Back Cancel

Po zakonczonej instalacji nalezy wykonac restart systemu komputera

( 1) DNE Update Setup o |

B You must restart your system for the configuration
|l changes made to DME Update to take effect. Click Yes to
restart now or Mo if you plan to manually restart later.

Po zainstalowaniu dodatku DNEUpdate i restarcie systemu operacyjnego pobieramy

oprogramowanie Client Cisco VPN ze strony:

http://sd.coi.gov.pl/Instalatory/VPN/vpnclient 5.0.07 winx32.zip - dla systemu Windows 32 Bit

http://sd.coi.gov.pl/Instalatory/VPN/vpnclient 5.0.07 winx64.zip - dla systemu Windows 64 Bit

lub strony producenta aplikacji.

Rozpakowujemy i uruchamiamy plik vpnclient-win-msi-5.0.07.0410-k9.exe (32 Bit) Iub
vpnclient_setup.msi (64 Bit) z prawami administratora. Nastepnie zaznaczamy opcje instalacji
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http://sd.coi.gov.pl/Instalatory/VPN/vpnclient_5.0.07_winx32.zip
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w jezyku Angielskim i zaznaczamy przycisk OK i Next oraz Install. Podczas instalacji aplikacji moze
nastgpic¢ chwilowe roztgczenie z siecig internet.

4. Dla systemu operacyjnego Windows 64 Bit wymagana jest reczna zmiana wpisu w rejestrze
systemu (regedit) lub uruchomienie pliku fix VPN dostepnego na stronie pod adresem
http://sd.coi.gov.pl/Instalatory/VPN/fix%20VPN.zip
A. Reczna korekta wpisu:

Start>Uruchom/Wyszukaj programy i pliki >Regedit>

Sciezka:
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\CVirtA
Display Name:

Poprawna Wartos¢ to: Cisco Systems VPN Adapter for 64-bit Windows

Edytowanie ciagu @

Nazwa wartosci:

DisplayMName

Dane wartosci:

sco Systems VPN Adapter for 64-bit Windows|

[ ok ][ Aoy

B. Automatyczna korekta wpisu:
Pobranie pliku fix VPN.zip, rozpakowanie a nastepnie uruchomienie pliku fix VPN.reg i
zatwierdzenie zmiany wpisu

Konfiguracja potaczenia VPN

1. Po uruchomieniu aplikacji zaznaczamy opcje Certificates a nastepnie Import...

& status: Disconnected | VPN Client - Version 5.0.07.0410 RN X I
Connection Entries Status | Certificates Log Options Help
<2 Ve alialy,
Connect Mew Clisco
Connection Entries 1 Certifice Export...
Connection Entry Enroll... Transport
Verify
Delete
Change Certificate Password...
Retrieve Approved Certificate...
Show CA/RA Certificates
‘ | 2
Mot connected.

2. Zaznaczamy opcje Import from File a nastepnie Browse i wskazujemy lokalizacje i pliku
z certyfikatem VPN (.pfx) i zatwierdzamy wybor przyciskiem Otwérz
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Ld l
@ VPN Client | Import Certificate [

& Import from File

Import Path: | Browse

Import Passwaord: |

W pole Import Password Uzytkownik wprowadza swoje hasto nadane do pliku
z certyfikatem VPN

& VPN Client | Import Certificate 2

f* Import from File

Import Path: |C:\SKP-VPN phe Browss

Import Passwond: |

Wazne:
Nazwe pliku oraz hasto nadawane jest przez Uzytkownika ktéry generowat plik z certyfikatem

VPN (plik .pfx). Nie ma mozliwosci zablokowania hasta, a takze jego przypomnienia
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Po poprawnym zaimportowaniu certyfikatu pojawi sie ponizszy komunikat.

)
& VPN Client -

@ Certificate successfully imported.

Nastepnie nalezy utworzyé nowe pofaczenie wybierajgc przycisk NEW

& status: Disconnected | VPN Client - Version 5.0.07.0440 -

Connection Entries  Status Certificates Log Options Help

< 5 & X

<.

Connect MNew Import Modify Delete
Connection Entries I Cerificates | Log |

W ponizsze wartosci nalezy wpisac:

Connection Entry: CEPiK 2.0

Host:

Certificate Authentication:

vpn.cepik.gov.pl
wskazujemy wiasciwy certyfikat w nawiasie (CISCO)

& VPN Client. X

Connection Entry: [CEPK 2.0

0"‘!"'.
Cisco

Description: |

Host: IVDn cepik.gov pl
Audhentication | Transport | Backup Severs | DU |
" Group Authentication " Mutual Group Authentication

Name '

Password l

Confim Password: [

(¢ Cerficate Authentication

[NEUER[ISKP /010 (Gsco) hd
[~ Send CA Cedificate Chain

Erase User Password Save Cancel

W zaktadce Transport nalezy pozostawi¢ domysine opcje i zatwierdzamy przyciskiem Save.
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& VPN Client | Create New EE earEE e BT . e

Connection Entry: [CEPiK 2.0

Description: | l::lll s‘ (';l‘_';.

Hast: |vpn.cepik.gov.pl|

Authentication |T|E|r15port IBackupSen.-em |Dia|—Up |

¥ Enable Transparent Tunneling
i+ IPSec over UDP (NAT / PAT)
" IPSec over TCF TCP Port: I‘IDDDI}

[~ Alow Local LAN Access
Peer response timeout (seconds): IBD

Erase User Password |

5. Kolejnym krokiem jest wybranie opcji Connect.

&) status: Disconnected | VPN Client - Version Sﬂw

Connection Entries  Status Certificates Log Options Help

w\ &5 B X

MNew Import Madify Delete
ICert'rﬂcates | Log |

I Connection Entry
CEFK 2.0

| Mot connected.

Po nawigzanym poprawnie potgczeniu pojawi sie informacja Connected to ,,CEPiK 2.0”
Nazwa w cudzystowie jest pobierana z pola Connection Entry.

@ status: Connected | VPN Client - Version 5&07@_

Connection Entries  Status  Certificates Log Options Help

& £ @ S
= A
Disconnect Mew Import Modify Delete
ICertificates I Log I
I Connection Entry
& CERK 2.0

Connected to "CEFIK 207,
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Jesli powyizsza instrukcja nie rozwigzata Paiistwa problemu prosimy o kontakt:

Zespot Service Desk CEPiK
tel. (42) 253 54 99 wew 1>1
e-mail: service desk portal@coi.gov.pl

Centralny Osrodek Informatyki
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